Navy Integrated Digital Environment (IDE) Concept of Operations

Final Draft

1.0  Executive Summary

1.1  Overview and Vision.

This document is intended to frame an all-Navy Concept of Operations (CONOPS) for the Integrated Digital Environment (IDE).  For this purpose, an IDE is defined as a concept for the automation and integration of accurate information supporting the design, development, fielding, operation and sustainment of defense capabilities linked in a seamless manner to the authoritative source.  The vision for the ideal IDE is one that provides seamless, interoperable, real-time information.  Such an IDE yields the right data to the right person at the right time so that best value decisions may be made each time by the end user.  It is a synthesis of operational capabilities and processes in a framework of hardware and software that serves to sustain life cycle support.  Applicability extends to all naval forces, including Program Management Offices (PMO), business units, shore commands, and the Fleet support and operational infrastructure.   The focus shall be on framing a single perspective and strategy that supports the naval warfighter, NOT on identification and endorsement of any specific solution.  Such solutions are recognized to be evolutionary with technology, political/legislative environment, funding, and other areas best addressed by the specific program. 

1.2  Background.

Senior naval leadership in logistics appointed an IDE Integrated Product Team (IPT) in July 2000 that was tasked as follows:

1. Develop over-arching strategy for acquiring and managing product data / information in an integrated product data environment

2. Develop “Rules of the Road” for the establishment, maintenance, and governance of the IDE (data standards, COTS, & legacy system interoperability, etc.)

3. Find Integrated Data Environment/Product Data Management (IDE/PDM) initiatives.

This CONOPS is in response to the above tasking, to form such strategy, provide or identify existing sources of the desired rules, and to frame the characteristics to identify IDE/PDM initiatives.  The concept will be presented in three parts: (1) Focus: the boundaries and character of what is required and the degree to which it will be addressed; (2) Functions: the "user needs" associated with the above requirements and the broad metrics of how one would know those needs are met; and (3) Form: what will solutions look like…performance specifications and operating environments.

2.0 Focus

2.1  Warfighter’s User Perspective.

Ultimately, all digital data holds practical value only to the extent that it supports the sailor or marine in the field and allows him or her to execute assigned missions effectively.  To enhance current readiness, the fleet (and shore infrastructure) requires immediate access to information and/or knowledge from Subject Matter Experts (SME)s via best practices such as distance support, tele-maintenance, and electronic collaboration.  From a business perspective, additional benefits from an IDE include reduced cost and time to acquire, maintain, and modernize the fleet.  

2.2 Concerns and Shortcomings in Current IDE.

Due to our current acquisition strategies, the naval services are saddled with a number of independent, non-coordinated stovepipes of data integration.  Each new system addresses IDE as part of a system specific strategy (if addressed in an integrated fashion at all), so the resulting applications often employ new standards, tools, and formats incompatible even with IDE’s of related naval systems.  Solutions that are optimal for one Program may not be best value for the Navy.  One aspect of this shortcoming is the lack of real consensus with or among industry, which labors under numerous mandates to supply data integration and has little governmental unified guidance on what shape such integration should take.  The lack of definition for interoperability and other requirements (i.e. E-commerce terminology) is itself a significant concern, as it promotes taking simply the easiest solution over what is best.  Another issue is strict fulfillment of poorly conceived contract requirements with outdated technology and no requirement for updated solutions.
2.3 Mandates and Guidance.

Recent guidance from several authorities has emerged to mandate change in data management practices.  These include the Clinger-Cohen Act, Joint Vision (JV) 2020 Department of Defense Reform Initiative Directives, and Navy Logistics Transformation Plan/Navy High Yield Logistics Strategy.  A key enabler of these above initiatives is fielding a web-based, shared data environment that provides seamless, interoperable, real-time information for the Navy.

2.4 Base Definitions and Scope.

This IDE CONOPS provides a strategic framework for implementing an interoperable information environment across the Navy.  Additional acronyms and definitions are included in the appendices, but the following foundational definitions are central in establishing common boundaries for the CONOPS: 

· Integrated Digital Environment (IDE) - IDE is a concept for the automation and integration of accurate information supporting the design, development, fielding, operation and sustainment of defense capabilities linked in a seamless manner to the authoritative source.  

· Product Data Model (PDM) - PDM is the integrated set of data/ data relationships including: geometry and associated product attribute information (i.e. bill of materials, spec, cost, R&M etc.) necessary to support the design, manufacture, operations and lifecycle support of a product.

· Integrated Product Data Environment (IPDE). - IPDE is defined as a PDM linked to the remainder of the support infrastructure to provide seamless, interoperable, real-time logistics information, the right data to the right person at the right time. The relationship of such an IPDE to the common concept of Integrated Digital Environment (IDE) is that the IPDE forms the specific application of the general IDE concept as applied to logistics support throughout the system life cycle.  An IPDE is a PDM extended to the IDE.
3.0 Functions.

3.1 Data access.

An IDE must be characterized by seamless digital infrastructure for electronic information flow.  Preplanning is essential to ensure structured organization and classification of data per functional mission breakdown.  Highlights of the intended access methods should emphasize:

· Open, independent, vendor-neutral approach

· Organizational and role based access controls

· Cross-functional access to data
· "Ne
· ar instant" access, independent of the location of the data or user
3.2 Data configuration management.

The IDE must support electronic data entry, creation, capture, storage, management, and use.  It must allow for interactive, real-time updates and editing by multiple users.  The IDE must provide for complete configuration control of data (in a distributed environment) at the level and depth (i.e. file, report, item, system, etc.) selected by the user.  Comprehensive tracking of version history and image configuration control is essential, with provision for methods of electronic signature that are subject to technology refresh.  Global Digital Exchange (for example: E-commerce) should be an option where applicable.  File management should include advanced searching of both text and image search functions by keyword, date, text, and image characteristics.

3.3 Collaboration and distance support.

Both synchronous and asynchronous collaboration must be supported in IDEs, including provision for interactive online communication as well as messaging and document comments between editors while revising files.  Support for revision demarcations, routing notes, event tracking and notification, and approval notation are to be included as well as provision for realtime audiovisuals and technical collaboration to enable distance support.  Security Safeguards will protect against sharing of sensitive information.  These measures plus use of expert systems, online presentation, and online conferencing will be used to facilitate linking all stakeholders in the life cycle for online technical assists, working groups, Integrated Product Teams (IPT), and program reviews.   Measures of effectiveness will be: (1) improved timeliness and integration of managerial decisions; (2) increased efficiency of information flow and technical or managerial processes; (3) feedback from users and customers, and (4) reduced travel requirements.

3.4 Integration with infrastructure systems

The IDE must provide digital, interactive communications with existing formal and informal naval internal information systems.  While unique in some aspects to each system, in general this would mean that the IDE would permit data exchange with the Navy architecture established to support all managerial requirements of the entire system life cycle.   This would include all in-place and planned infrastructure which facilitates: (1) acquisition program management; (2) manufacturing and production; (3) acquisition and support logistics/supply; (4) test and evaluation; (4) systems engineering and maintenance; (5) contract management; (6) software management; (7) business, cost estimating, and financial management; (8) personnel and training management; and (8) office administration.

4.0 Form

4.1 Navy Operational Architecture

Plans for IDE will specify an analysis of required scalability, provision for technology refresh, and impact and interrelation of the IDE to the Navy/Marine Corps Intranet.  (NMCI) IDEs will be examined to ensure safeguards to protect proprietary technical and business information as well as appropriate security of networks and user access points.  

4.2 Data Standards

The product data and other data to be supported by the IDE will conform to established international, national, military, and industry data standards. The guidelines published with the Navy Policy for Digital Logistics Technical Data (Nov 1999) will be followed.  Conformance to these data standards will increase the portability of the data across different IDE implementations and configurations.  Applicable standards should be identified in the planning phase of the IDE. 

4.3 Interoperability 

The IDE must be system inclusive, flexible enough to draw upon and allow access to applicable related COTS and legacy data.  Industry and Government should form a collaborative design that considers the entire system life cycle and all likely auxiliary or supplementary systems that must be supported.

4.4 Contract Language 

A definitive IDE Contract Language Guide is presented separately.  The guide will be used as a template for developing language to implement IDE in contracts in conformance with this CONOPS.




Appendix A – Acronyms

Acronyms used in this document are included below.  Definitions for additional IDE related acronyms are available via the Navy Resource Implementation Cooperative (RIC) at http://ric.crane.navy.mil . 

CFTDH
Contracting for Technical Data Handbook

CONOPS
Concept of Operations

COTS

Commercial Off the Shelf

IDE 

Integrated Digital Environment

IPT

Integrated Product Team

IPDE

Integrated Product Data Environment

NMCI 

Navy/Marine Corps Intranet
PDM

Product Data Management

PM

Program Manager or Program Management

PMO

Program Management Office

SME

Subject Matter Expert(s)

Appendix B – Online references

References for IDE will be maintained on the DoD IDE web site located at the following URL: http://ide.dsmc.dsm.mil .  Additional resources and points of contact for implementation may be located via the Navy RIC at http://ric.crane.navy.mil .

